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Abstract:

The purpose of this chapter is to introduce the testing methods categorized as model-based testing for
embedded systems addressing selected problems in the automotive domain.

The main contribution refers to functional black-box testing based on the system and test models. It is
contrasted with the test methods currently applied in the industry that form dedicated solutions, usually
specialized in a concrete testing context. Model-based test approaches are reviewed and categorized.
Weak points are identified and a novel test method realized in MATLAB®/Simulink®/Stateflow®
environment is proposed. It is called Model-in-the-Loop for Embedded System Test (MiLEST).

The developed signal-feature — oriented paradigm allows the abstract description of signals and their
properties. It addresses the problem of missing reference signal flows and allows for a systematic and
automatic test data selection. Processing of both discrete and continuous signals is possible, so that the
hybrid behavior of embedded systems can be handled.

1. INTRODUCTION complexity of products, shortened development
cycles and higher customer expectations of quality
1.1 Embedded System Context implicate the extreme importance and automation

need for software testing. Software development
activities in every phase are error prone, so the
process of defects detection plays a crucial role.
The cost of finding and fixing defects grows
exponentially in the development cycle. The
software testing problem is complex because of the
large number of possible scenarios. The typical
testing process is a human-intensive activity and, as
X such, it is wusually unproductive and often
thousands or even more lines of code. The inadequately done. Nowadays, testing is one of the

requireqlents that - must be fulfilled whi.le weakest points of current development practices.
developing embedded software are complex in According to the study in [Enc03] 50% of
comparison to the standard software. Embedded o 4404 systems development projects are

systems are often produced in large volumes and  ,nq pehind schedule and only 44% of designs
the software is difficult to be updated once the ... 500, of functionality and performance
pro duct is .deploye.d. Embedded S_yStemS interact expectations. This happens despite the fact that
with real-life env1.ronment. Hybrld aspects are approximately 50% of total development effort is
often expressed via mathematical formulas. In spent on testing [Enc03, Hel‘05]. The impact of
terms of software development, increased research into test methodologies that reduce this

An embedded system [BBK98, LV04] is a system
built for dedicated control functions. Embedded
software [LV04] is the software running on an
embedded system. Embedded systems have
become increasingly sophisticated and their
software content has grown rapidly for the last
years. Applications now consist of hundreds of



effort is therefore very high and strongly desirable
[ARTOS, Hel"05].

Although, a number of valuable efforts in the
context of testing already exist, there is still a lot of
space to improve the situation. This applies in
particular, to the automation potential of the test
methods. Also a systematic, appropriately
structured, repeatable and consistent test
specification is still an aim to be reached.
Furthermore, both abstract and concrete views
should be supported so as to improve the
readability, on the one hand and assure the
executability of the resulting test, on the other
hand. In the context of this work, further factors
become to be crucial. The testing method should
address all aspects of a tested system — whether a
mix of discrete and continuous signals, time
constrained  functionality or a  complex
configuration is considered. In order to establish a
controlled and stable testing process with respect
to time, budget and software quality, the software
testing process must be modeled, measured and
analyzed [LV04]. Moreover, the existence of
executable system models opens the potentials for
model-based testing (MBT). Nowadays MBT is
widely used, however with slightly different
meanings. In the automotive industry MBT is
applied to describe all testing activities in the
context of model-based development (MBD)
[CFS04, LKO8]. It relates to a process of test
generation based on a system under test (SUT)
model by application of a number of sophisticated
methods being the automation of black-box test
design [ULO06]. Surveys on different MBT
approaches are given in [BJK+05, Utt05, ULO6,
UPL06, D-Mint08].

In this chapter additionally, requirements-based
testing is considered. Furthermore, a graphical
form of a test design will increase the readability.
The provided test patterns will considerably reduce
the test specifications effort and support their
reusability. Then, an abstract and common way of
describing both discrete and continuous signals
will result in automated test signals generation and
their evaluation.

1.2 Automotive Domain

Studies show that the strongest impact of
embedded systems on the market has to be
expected in the automotive industry. The share of

innovative electronics and software in the total
value of an automobile is currently estimated to be
at least 25%, with an expected increase to 40% in
2010 and up to 50% for the time after 2010
[Hel*05, SZ06]. Prominent examples of such
electronic systems are safety facilities, advanced
driver assistance systems (ADAS) or adaptive
cruise control (ACC). These functionalities are
realized by software within electronic control units
(ECUs). A modern car has up to 80 ECUs [BBK9S,
SZ06].

Furthermore, the complexity of car software
dramatically increases as it implements formerly
mechanically or electronically integrated functions.
Yet, the functions are distributed over several
ECUs interacting with each other. Studies by
[MWO04, SZ06, BKP*07, KHIJ07] predict that most
innovations in a car will come from its electronic
embedded systems and their inherent software.
Nowadays, embedded software [Con04b] makes up
85% [Hel"05] of the value of the entire system.

At the same time, it is demanded to shorten time-
to-market for a car by making its software
components reliable and safe. Additionally, studies
in [Dess01] show that the cost of recalling a car
model with a safety critical failure can be more
than the cost of thorough testing/verification.
Under these circumstances the introduction of
quality assurance techniques in the automotive
domain becomes obvious and will be followed
within this work.

The remainder of this chapter is the following. In
Section 2, testing requirements for embedded
systems are considered. The test development
process, test dimensions and model-based testing
(MBT) are discussed. Section 3 categorizes the
MBT approaches based on a taxonomy. In Section
4, the state of the art is reviewed so as to introduce
the proposed test method in Section 5. Section 6
gives a simple case study and Section 7 enlightens
the future trends. The chapter is completed with
conclusions.

2. TESTING OF EMBEDDED SYSTEMS

2.1 Background

Testing, an analytic means for assessing the quality
of software [Wal01, UL06], is one of the most



important phases during the software development
process with regard to quality assurance. It ,,can
never show the absence of failures* [Dij72], but it
aims at increasing the confidence that a system
meets its specified behavior. Testing is an activity
performed for improving the product quality by
identifying defects and problems. It cannot be
undertaken in isolation. Instead, in order to be in
any way successful and efficient, it must be
embedded in adequate software development
process and have interfaces to the respective sub-
processes.

An error is a human action that produces an
incorrect result as defined in [ISTQBO06]. Fault
(also called defect) is a flaw in a component or
system that can cause the component or system to
fail to perform its required function, e.g., an
incorrect statement or data definition. A fault, if
encountered during execution, may cause a failure
of the component or system [ISTQBO06]. Failures
represent the deviation of the component or system
from its expected delivery, service or result
[ISTQBO6].

2.2 Test Development Process

The fundamental test process according to [BS98,
SLO05, ISTQB06] comprises (1) planning, (2)
specification, (3) execution, (4) recording (i.e.,
documenting the results), (5) checking for
completion, and test closure activities (e.g., rating
the final results).

Test planning includes the planning of resources
and the laying down of a test strategy: defining the
test methods and the coverage criteria to be
achieved, the test completion criteria, structuring
and prioritizing the tests, and selecting the tool
support as well as configuration of the test
environment [SLO5]. In the test specification the
corresponding test cases are specified using the test
methods defined by the test plan [SLO5]. Test
execution means the execution of test cases and
test scenarios. Test records serve to make the test
execution understandable for people not directly
involved (e.g., customer) and prove afterwards,
whether and how the planned test strategy was in
actual fact executed. Finally, during the test
closure step data is collected from completed test
activities to consolidate experience, testware, facts,
and numbers. The test process is evaluated and a
report is provided [ISTQBO06].

In addition, [Dai06] considers a process of test
development. The test development process, related
to steps 2 — 4 of the fundamental test process, can
be divided into six phases, which are usually
consecutive, but may be iterated: test requirements,
test design, test specification, test implementation,
test execution, and test evaluation.

The test process aimed at in this work covers with
the fundamental one, although only steps 2 — 4 are
addressed in further considerations. Compared to
[Dai06] the test development process is modified
and shortened. It is motivated by the different
nature of the considered SUTs. Within traditional
software and test development, phases are clearly
separated [CH98]. For automotive systems a closer
integration of the specification and implementation
phases occurs. Hence, after defining the test
requirements, the test design phase encompasses
the preparation of a test harness. The detailed test
specification and test implementation are done
within one step as the applied modeling language is
executable. Up to this point, the test development
process supported in the solution proposal given in
Section 5, is very similar to the one defined by
[Leh03]. Further on, test execution and test
evaluation are performed simultaneously.

2.3 Hybrid Embedded Systems Test and
its Dimensions

Tests can be classified in different levels,
depending on the characteristics of the SUT and the
test system. [Neu0O4] aims at testing the
communication systems and categorizes testing in
the dimensions of test goals, test scope, and test
distribution. [Dai06] replaces the test distribution
by a dimension describing the different test
development phases, since she is testing both local
and distributed systems. In this chapter embedded
systems are regarded as SUTs, thus, the test
dimensions are modified as shown in Figure 1.
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Figure 1: The Five Test Dimensions for Embedded
System Test.

Test Goal: During the software development
systems are tested with different purposes (i.e.,
goals). They can be categorized into static testing,
also called review, and dynamic testing, whereas
the latter is distinguished between structural,
functional, and non-functional testing. In the
automotive, after the review phase, the test goal is
usually to check the functional behavior of the
system. Non-functional tests appear in later
development stages.

— Static Test: Testing is often defined as the
process of finding the errors, failures, and
faults. In a program, they can be revealed
without execution by just examining its source
code [ISTQBO06]. Similarly, other development
artefacts can be reviewed (e.g., requirements,
models or test specification itself). This
process is called static testing. Dynamic testing
in contrast, bases on execution.

—  Structural Test: Structural tests cover the
structure of the SUT during test execution
(e.g., control or data flow). To achieve this, the
internal structure of the system (e.g., code or
model) needs to be known. Therefore,
structural tests are also called white-box or
glass-box tests [Mye79, ISTQBO6].

Functional
the

— Functional  Test:
concerned with assessing

testing s
functional

behavior of an SUT against the functional
requirements. In contrast to structural tests,
functional tests do not require any knowledge
about system internals. They are therefore
called black-box tests [Bei95]. In this category
functional safety tests are also included. Their
purpose is to determine the safety of a software
product. They require a systematic, planned,
executed, and documented procedure. At
present, safety tests are only a small part of
software testing in the automotive area. By
introduction of safety standards such as IEC
61508 [IECO05] and ISO 26262 [ISO_FS] the
meaning of software safety tests will, however,
increase considerably within the next few
years.

—  Non-functional Test: Similar to functional tests,
non-functional tests are performed against
requirements specification of the system. In
contrast to pure functional testing, non-
functional testing aims at the assessment of
non-functional, such as reliability, load or
performance requirements. Non-functional
tests are usually black-box tests. Nevertheless,
for retrieving certain information, e.g., internal
clock, internal access during test execution is
required.

The focus of this chapter is put on functional tests.
However some timing and safety aspects are
included as well.

Test Abstraction: As far as the abstraction level of
the test specification is considered, the higher the
abstraction, the better test understandability,
readability, and reusability is observed. However,
the specified test cases must be executable at the
same time. The non-abstract tests are supported by
a number of tool providers and they do not scale for
larger industrial projects [LKO8]. Hence, the
abstraction level should not affect the test
execution in a negative way.

This chapter develops a conceptual framework for
abstract test specification; however,
simultaneously an executable technical framework
for a selected platform is built.

Test Execution Platform: The test execution is
managed by so called test platforms. The purpose



of the test platform is to stimulate the test object
(i.e., SUT) with inputs, and to observe and analyze
the outputs of the SUT.

— Model-in-the-Loop (MiL): The first integration
level, MiL, is based on the model of the
system itself. In this platform the SUT is a
functional model or implementation model that
is tested in an open-loop (i.e., without any
plant model in the first place) or closed-loop
test with a plant model (i.e., without any
physical hardware) [KHJ07, SZ06, LK08]. The
test purpose is basically functional testing in
early development phases in simulation
environments such as MATLAB®/Simulink®/
Stateflow™ (ML/SL/SF).

— Software-in-the-Loop (SiL): During SiL the
SUT is software tested in a closed or open-
loop. The software components under test are
usually implemented in C and are either hand-
written or generated by code generators based
on implementation models. The test purpose in
SiL is mainly functional testing [KHJO07]. If
the software is built for a fixed-point
architecture, the required scaling is already
part of the software.

—  Processor-in-the-Loop (PiL): In PiL embedded
controllers are integrated into embedded
devices with proprietary hardware (i.e., ECU).
Testing on PiL level is similar to SiL tests, but
the embedded software runs on a target board
with the target processor or on a target
processor emulator. Tests on PiL level are
important because they can reveal faults that
are caused by the target compiler or by the
processor architecture. It is the last integration
level which allows debugging during tests in a
cheap and manageable way [LKO0S8]. Therefore,
the effort spent by PiL testing is worthwhile in
almost all cases.

— Hardware-in-the-Loop (HiL): When testing the
embedded system on HiL level the software
runs on the final ECU. However the
environment around the ECU is still a
simulated one. ECU and environment interact
via the digital and analog electrical connectors
of the ECU. The objective of testing on HiL
level is to reveal faults in the low-level

services of the ECU and in the I/O services
[SZ06]. Additionally, acceptance tests of
components delivered by the supplier are
executed on the HiL level because the
component itself is the integrated ECU
[KHJO7]. HiL testing requires real-time
behavior of the environment model to ensure
that the communication with the ECU is the
same as in the real application.

— Car: Finally, the last integration level is
obviously the car itself, as already mentioned.
The final ECU runs in the real car which can
either be a sample or a car from the production
line. However, these tests, as performed only in
late development phases, are expensive and do
not allow configuration parameters to be varied
arbitrarily [LK08]. Hardware faults are difficult
to trigger and the reaction of the SUT is often
difficult to observe because internal signals are
no longer accessible [KHJ07]. For these
reasons, the number of in-car tests decreases
while model-based testing gains more
attention.

This chapter mainly the system design level so as
to start testing as early as possible in the
development cycle. Thus, the MiL platform is
researched in detail. The other platforms are not
excluded from the methodological viewpoint.
However, the portability between different
execution platforms is beyond the scope of this
work.

Test Reactiveness: A concept of test reactiveness
emerges when test cases are dependent on the
system behavior. That is, the execution of a test
case depends on what the system under test is
doing while being tested. In this sense the system
under test and the test driver run in a ‘closed loop’.

In the following, before the fest reactiveness will
be elaborated in detail, the definition of open- and
closed-loop system configuration will be explicitly
distinguished:

—  Open-loop System Configuration: When testing
a component in a so-called open-loop the test
object is tested directly without any
environment or environmental model. This
kind of testing is reasonable if the behavior of
the test object is described based on the



interaction directly at its interfaces (I/O ports).
This configuration is applicable for SW
modules and implementation sub-models, as
well as for control systems with discrete 1/0.

— Closed-loop  System  Configuration: For
feedback control systems and for complex
control systems it is necessary to integrate the
SUT with a plant model so as to perform
closed-loop tests. In early phases where the
interaction between SUT and plant model is
implemented in software (i.e., without digital
or analog I/0, buses etc.) the plant model does
not have to ensure real-time constraints.
However, when the HiL systems are
considered and the communication between
the SUT and the plant model is implemented
via data buses, the plant model may include
real hardware components (i.e., sensors and
actuators). This applies especially when the
physics of a system is very crucial for the
functionality or when it is too complex to be
described in a model.

— Test Reactiveness: Reactive tests are tests that
apply any signal or data derived from the SUT
outputs or test system itself to influence the
signals fed into the SUT. With this practice,
the execution of reactive test cases varies
depending on the SUT behavior. The test
reactiveness as such gives the test system a
possibility to immediately react to the
incoming behavior by modifying the test
according to the predefined deterministic
criteria. The precondition for achieving the test
reactiveness is an online monitoring of the
SUT, though. The advantages can be obtained
in a number of test specification steps (e.g., an
automatic sequencing of test cases, online
prioritizing of the test cases).

For example, assume that the adaptive cruise
control (ACC) activation should be tested. It is
possible to start the ACC only when a certain
velocity level has been reached. Hence, the
precondition for a test case is the increase of the
velocity from 0 up to the point when the ACC may
be activated. If the test system is able to detect this
point automatically, the ACC may be tested
immediately.

A discussion about possible risks and open
questions around reactive tests can be found in
[Leh03].

In this work, both open- and closed-loop system
configurations as well as reactive and non-reactive
tests will be regarded.

Test Scope: Finally, the test scope has to be
considered. Test scopes describe the granularity of
the SUT. Due to the composition of the system,
tests at different scopes may reveal different
failures [ISTQBO06, D-Mint08, Wey88]. Therefore,
they are usually performed in the following order:

— Component: At the scope of component testing,
the smallest testable component (e.g., a class in
an object-oriented implementation or a single
ECU) is tested in isolation.

— Integration: The scope of integration test is to
combine components with each other and test
those not yet as a whole system but as a
subsystem (i.e., ACC system composed of a
speed controller, a distance controller, switches
and several processing units). It exposes
defects in the interfaces and in the interactions
between integrated components or systems
[ISTQBO6].

— System: In a system test, the complete system
(i.e., a vehicle) consisting of subsystems is
tested. A complex embedded system is usually
distributed; the single subsystems are
connected via buses using different data types
and interfaces through which the system can be
accessed for testing [Het98].

This chapter encompasses the component level test,
including both single component and component
in-the-loop test, as well as the integration level test.

3. MODEL-BASED TESTING
TAXONOMY

Model-based testing (MBT) relates to a process of
test generation from an SUT model by application
of a number of sophisticated methods. MBT is the



automation of black-box test design [ULO6].
Several authors [BLL+04, Utt05, CGN+05,
FTWO06, KHJ07, Tre08] define MBT as testing in
which test cases are derived in whole or in part
from a model that describes some aspects of the
SUT based on selected criteria in different
contexts. [Dai06] denotes MBT into model-driven
testing (MDT) since she proposes the approach in
the context of Model Driven Architecture (MDA).
[UPLO6] add that MBT inherits the complexity of
the domain or, more particularly, of the related
domain models.

MBT allows tests to be linked directly to the SUT
requirements, makes readability, understandability
and maintainability of tests easier. It helps to
ensure a repeatable and scientific basis for testing
and it may give good coverage of all the behaviors
of the SUT [Utt05]. Finally, it is a way to reduce
the efforts and cost for testing [PPW*05].

The term MBT is widely used today with slightly
different meanings. Surveys on different MBT
approaches are given in [BJK'05, Utt05, UL06,
UPL06, D-Mint08]. In the automotive industry
MBT is used to describe all testing activities in the
context of MBD [CFS04, LK08]. [Rau02, LBE*04,
Con04a, Con04b] define MBT as a test process
that encompasses a combination of different test
methods which utilize the executable model as a
source of information. Thus, the automotive
viewpoint on MBT is rather process-oriented. A
single testing technique is not enough to provide
an expected level of test coverage. Hence, different
test methods should be combined to complement
each other relating to all the specified test
dimensions (e.g., functional and structural testing
techniques should be combined). If sufficient test
coverage has been achieved on model level, the
test cases can be reused for testing the control
software generated from the model and the control
unit within the framework of back-to-back tests
[WCFO02]. With this practice, the functional
equivalence between executable model, code and
ECUs can be verified and validated [CFS04].

For the purpose of the approach presented in
Section 5, the following understanding of MBT is
used:

Model-based testing is testing in which the entire
test specification is derived in whole or in part from
both the system requirements and a model that
describe selected functional aspects of the SUT. In
this context, the term entire test specification
covers the abstract test scenarios substantiated
with the concrete sets of test data and the expected
SUT outputs. It is organized in a set of test cases.

Further on, the resulting test specification is
executed together with the SUT model so as to
provide the test results. In [Con04a, CFS04] no
additional models are being created for test
purposes, but the already existent functional system
models are utilized for the test. In the test approach
proposed in this chapter the system models are
exploited too. In addition, however, a fest
specification model (also called fest case
specification, test model or test design in the
literature [Pre03b, ZDS'05, Dai06]) is created
semi-automatically. Concrete test data variants are
derived automatically from it.

Moreover, since the MBT approaches have to be
integrated into the existing development processes
and combined with the existing methods and tools,
a good practice is to select a common framework
for both system and test definition. By that, MBD
and MBT are supported using the same
environment.

3.1 Model-based Testing Taxonomy

In [UPLO06, UL06] a comprehensive taxonomy for
MBT identifying its three general classes: model,
test generation, and test execution is provided.
Each of the classes is divided into further
categories. The model-related ones are subject,
independence, characteristics, and paradigm.
Further on, the test generation is split into test
selection criteria and technology, whereas the test
execution partitions into execution options.

In the following work, the taxonomy is enriched
with an additional class, called test evaluation. The
test evaluation means comparing the actual SUT
outputs with the expected SUT behavior based on a
test oracle. Test oracle enables a decision to be
made as to whether the actual SUT outputs are
correct. It is, apart from the data, a crucial part of a




test case. The test evaluation is divided into two
categories: specification and technology.

Furthermore, in this chapter only one selected class
of the system model is investigated. For
clarification purposes, its short description based
on the options available in the taxonomy of
[UPL06, UL06] will be given. The subject is the
model (e.g., SL/SF model) that specifies the
intended behavior of the SUT and its environment,
often connected via a feedback loop. Regarding the
independence level this model can be generally
used for both test case and code generation.
Indicating the model characteristics, it provides
deterministic hybrid behavior constrained by timed
events, including continuous functions and various
data types. Finally, the modeling paradigm
combines a history-based, functional data flow
paradigm (e.g., the SL function blocks) with a
transition-based notation (e.g., SF charts).

The overview of the resulting, slightly modified
and extended MBT taxonomy is illustrated in
Figure 2. The modification results from the focus
of this chapter, which is put on embedded systems.
All the categories are split into further instances
which influence each other within a given category
or between them. The notion of ‘A/B/C’ at the
leaves indicates mutually exclusive options, while
the straight lines link further instantiations of a
given dimension without exclusion. It is a good
practice since, for example, applying more than
one test selection criterion and by that, more
generation technologies can provide a better test
coverage, eventually.

Classes: Categories:

Test Selection
Criteria

Options:

— Structural Model Coverage

Data Coverage
Requirements Coverage
Test Case Specifications
Random and Stochastic
Fault-Based

Test
Generation

Automatic / Manual

Random Generation

Graph Search Algorithms
—— Model-checking

—— Symbolic Execution
—— Theorem Proving

Online / Offline

MiL / SiL / HiL / PiL
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Reference Signal-Feature — based

Technology

Execution
Options

—{ Test Execution }—{

Reference Signal-based
Requirements Coverage
Test Evaluation Specifications

Specification

Test
Evaluation

Automatic / Manual

Technolog
cenmology Online / Offline

Figure 2: Overview of the Taxonomy for Model-
based Testing.

In the next three sections it is referred to the classes
of the MBT taxonomy and the particular categories
and options are explained in depth. The
descriptions of the most important options followed
in this chapter contain examples of their realization,
respectively.

3.2 Test Generation

The process of test generation starts from the
system requirements, taking into account the test
objectives. It is defined in a given test context and
leads to the creation of test cases. Depending on the
test selection criteria and generation technology a
number of approaches exist. They are reviewed
below.

Test selection criteria: Test selection criteria
define the facilities that are used to control the
generation of tests. They help to specify the tests
and do not depend on the SUT code [ULO06]. In the
following, the most commonly-used criteria are
investigated. Different test methods should be
combined to complement each other so as to
achieve the best test coverage. Hence, there is no



best suitable criterion for generating the test
specification.

Structural model coverage criteria: These
exploit the structure of the model to select the
test cases. They deal with coverage of the
control-flow through the model, based on ideas
from control-flow through code.

In [Pre03] it is shown how test cases can be
generated  that satisfy the  Modified
Condition/Decision ~ Coverage  (MC/DC)
coverage criterion. The idea is to first generate
a set of test case specifications that enforce
certain variable valuations and then generate
test cases for them.

Similarly, Safety Test Builder (STB) [STB] or
Reactis Tester [ReactT, SDO7] generate test
sequences covering a set of SF test objectives
(e.g., transitions, states, junctions, actions,
MC/DC coverage) and a set of SL test
objectives (e.g., boolean flow, look-up tables,
conditional subsystems coverage).

Data coverage criteria: The idea is to split the
data range into equivalence classes and select
one representative from each class. This
partitioning is usually complemented by the
boundary value analysis [KLP"04], where the
critical limits of the data ranges or boundaries
determined by constraints are additionally
selected.

An example is the MATLAB Automated
Testing Tool (MATT) [MATT] enabling
black-box testing of SL models and code
generated from it by Real-Time Workshop®. It
generally enables the creation of custom test
data for model simulations by setting their
types for each input. Further on, accuracy,
constant, minimum, and maximum values can
be provided to generate the test data matrix.
Another realization of this criterion is provided
by Classification Tree Editor for Embedded
Systems (CTE/ES) [CTE] implementing the
Classification Tree Method (CTM) [GG93,
Con04a]. The SUT inputs form the
classifications in the roots of the tree. Then,
the input ranges are divided into classes
according to the equivalence partitioning
method. The test cases are specified by
selecting leaves of the tree in the combination
table. A line in the table specifies a test case.

CTE/ES provides a way of finding test cases
systematically. It breaks the test scenario
design process down into steps. Additionally,
the test scenario is visualized in a graphical
user interface (GUI).

Requirements coverage criteria: These aim to
cover all the informal SUT requirements.
Traceability of the SUT requirements to the
system or test model/code can support the
realization of this criterion. It is targeted by
almost every test approach.

Test case specifications: When the test
engineer defines a test case specification in
some formal notation, these can be used to
determine which tests will be generated. It is
explicitly decided which set of test objectives
should be covered. The notation used to
express these objectives may be the same as the
notation used for the model [UPLO06].
Notations commonly used for test objectives
include Finite State Machines (FSMs), UML
Testing Profile (UTP) [UTP], regular
expressions, temporal logic  formulas,
constraints, and Markov chains (for expressing
intended usage patterns).

A prominent example of applying this criterion
is described in [Dai06], where the test case
specifications are retrieved from UML®
models and transformed into executable tests in
Testing and Test Control Notation, version 3
(TTCN-3) [ETSIO7] by using Model Driven
Architecture  (MDA) [MDA]  methods
[ZDS*05]. The work of [Pre03, Pre04] is also
based on this criterion (see symbolic execution
in the next paragraph).

Random and stochastic criteria: These are
mostly applicable to environment models,
because it is the environment that determines
the usage patterns of the SUT. A typical
approach is to use a Markov chain to specify
the expected SUT usage profile. Another
example is to use a statistical usage model in
addition to the behavioral model of the SUT
[CLPO8]. The statistical model acts as the
selection criterion and chooses the paths, while
the behavioral model is used to generate the
oracle for those paths.



Exemplifying, Markov Test Logic (MaTeLo)
[MaTL] can generate test suites according to
several algorithms. Each of them optimizes the
test effort according to the objectives such as
boundary values, functional coverage, and
reliability level. Test cases are generated in
XML/HTML format for manual execution or
in TTCN-3 for automatic execution [DF03].
Another instance, Java Usage Model Builder
Library (JUMBL) [JUMB] can generate test
cases either as a collection of test cases which
cover the model with the minimum cost or by
random sampling with replacement, or in order
by probability, or by interleaving the events of
other test cases. There is also an interactive
test case editor for creating test cases by hand.

Fault-based criteria: These rely on knowledge
of typically occurring faults, often designed in
the form of a fault model (cf. [Aic05]).

Test generation techmology: One of the most
appealing characteristics of model-based testing is

its

potential for automation. The automated

generation of test cases usually necessitates the
existence of kind of test case specifications
[UPLO06].

Automatic/Manual technology: Automatic test
generation refers to the situation when the test
cases are generated automatically from the
information source based on the given criteria
(cf. [APJ703]). Manual test generation refers to
the situation when the test cases are produced
by hand.

Random generation: Random generation of
tests is done by sampling the input space of a
system. It is easy to implement, but it takes a
long time to reach a certain satisfying level of
model coverage as [Gut99] reports.

Graph search algorithms: Dedicated graph
search algorithms include node or arc coverage
algorithms such as the Chinese Postman
algorithm, which covers each arc at least once.
For transition-based models, which use explicit
graphs containing nodes and arcs, there are
many graph coverage criteria that can be used
to control test generation. The commonly used
are all nodes, all transitions, all transition pairs,

and all cycles. The method is exemplified by
[LY94], additionally based on structural
coverage of FSM models.

Model checking: Model checking is a
technology for verifying or falsifying
properties of a system. A property typically
expresses an unwanted situation. The model
checker verifies whether this situation is
reachable or not [ABO2]. It can yield counter
examples when a property is not satisfied. If no
counter example is found, then the property is
proven and the situation has never been
reached. Such a mechanism is implemented in
CheckMate [ChM, SRK'00], Safety Checker
Blockset (SCB) [SCB] or in
EmbeddedValidator [EmbV].

The general idea of test case generation with
model checkers is to first formulate test case
specifications as reachability properties, for
instance, “eventually, a certain state is reached
or a certain transition fires”. A model checker
then yields traces that reach the given state or
that eventually make the transition fire. Other
variants use mutations of models or properties
to generate test suites.

Symbolic execution: The idea of symbolic
execution is to run an executable model not
with single input values but with sets of input
values instead [MAOO]. These are represented
as constraints. With this practice, symbolic
traces are generated. By instantiation of these
traces with concrete values the test cases are
derived. Symbolic execution is guided by test
case specifications. These are given as explicit
constraints and symbolic execution may be
done randomly by respecting these constraints.
In [Pre03b] an approach to test case generation
with symbolic execution on the backgrounds of
Constraint Logic Programming (CLP), initially
transformed from the AutoFocus models
[AuFo], is provided. [Pre03b, Pre04] concludes
that test case generation for both functional and
structural test case specifications limits to
finding states in the model’s state space. Then,
the aim of symbolic execution of a model is
then to find a trace representing a test case that
leads to the specified state.

Theorem proving: Usually theorem provers are
used to check the satisfiability of formulas that



directly occur in the models. One variant is
similar to the use of model checkers where a
theorem prover replaces the model checker.
The technique applied in Simulink® Design
Verifier™  (SL  DV) [SLDV] uses
mathematical procedures to search through the
possible execution paths of the model so as to
find test cases and counter examples.

—  Online/Offline generation technology: With
online test generation, algorithms can react to
the actual outputs of the SUT during the test
execution. This idea is used for implementing
the reactive tests too.

Offline testing means that test cases are generated
before they are run. A set of test cases is generated
once and can be executed many times. Also, the
test generation and test execution can be performed
on different machines, levels of abstractions or in
different environments. Finally, if the test
generation process is slower than test execution,
then there are obvious advantages to doing the test
generation phase only once.

3.2 Test Execution

The test execution options in the context of this
chapter have been already described. Hence, in the
following only reactive testing and the related
work on the reactive/non-reactive option is
reviewed.

Execution options: Execution options refer to the
execution of a test.

— Reactive/Non-reactive  execution: Reactive

tests are tests that apply any signal or data
derived from the SUT outputs or test system
itself to influence the signals fed into the SUT.
Then the execution of reactive test cases varies
depending on the SUT behavior, in contrast to
the non-reactive test execution, where the SUT
does not influence the test at all.
Reactive tests can be implemented within
AutomationDesk [AutD]. Such tests react to
changes in model variables within one
simulation step. The scripts run on the
processor of the HilL system in real time,
synchronously to the model.

The Reactive Test Bench [WTB] allows for
specification of single timing diagram test
benches that react to the user's Hardware
Description Language (HDL) design files.
Markers are placed in the timing diagram so
that the SUT activity is recognized. Markers
can also be used to call user-written HDL
functions and tasks within a diagram.

[DS02] conclude that a dynamic test generator
and checker are more effective in creating
reactive test sequences. They are also more
efficient because errors can be detected as they
happen. Resigning from the reactive testing
methods, a simulation may run for a few hours
only to find out during the post-process
checking that an error occurred a few minutes
after the simulation start.

In [JJRO5], in addition to checking the
conformance of the implementation under test
(IUT), the goal of the test case is to guide the
parallel execution towards satisfaction of a test
purpose. Due to that feature, the test execution
can be seen as a game between two programs:
the test case and the IUT. The test case wins if
it succeeds in realizing one of the scenarios
specified by the test purpose; the IUT wins if
the execution cannot realize any test objective.
The game may be played offline or online
[JJROS].

3.3 Test Evaluation

The test evaluation, also called the test assessment,
is the process that exploits the test oracle. It is a
mechanism for analyzing the SUT output and
deciding about the test result. As already discussed
before, the actual SUT results are compared with
the expected ones and a verdict is assigned. An
oracle may be the existing system, test specification
or an individual’s specialized knowledge. The test
evaluation is treated explicitly in this chapter since
herewith a new concept for the test evaluation is
proposed.

Specification: Specification of the test assessment
algorithms may be based on different foundations
that cover some criteria. It usually forms a kind of
model or a set of ordered reference signals/data
assigned to specific scenarios. Considering
continuous signals the division into reference-based



and reference signal-feature — based evaluation
becomes particularly important:

Reference signal-based specification: Test
evaluation based on reference signals assesses

the SUT behavior comparing the SUT
outcomes with the previously specified
references.

An example of such an evaluation approach is
realized in the MTest [MTest, ConO4a] or
SystemTest™ [STest]. The reference signals
can be defined using a signal editor or they can
be obtained as a result of a simulation.
Similarly, test results of back-to-back tests can
be analyzed with the help of MEval [MEval,
WCFO02].

Reference signal-feature — based specification:
Test evaluation based on reference signal
feature assesses the SUT behavior comparing
the SUT outcomes partitioned into features
with the previously specified reference values
for those features.

Such an approach to test evaluation is
supported in the Time Partitioning Test (TPT)
[TPT, Leh03, LKK™06]. It is based on the
script language Python extended with some
syntactic test evaluation functions. By that, the
test assessment can be flexibly designed and
allows for dedicated complex algorithms and
filters to be applied to the recorded test signals.
A library containing complex evaluation
functions is available.

Requirements coverage criteria: Similar to the
case of test data generation, they aim to cover
all the informal SUT requirements, but this
time with respect to the expected SUT
behavior (i.e., regarding the test evaluation
scenarios) specified there. Traceability of the
SUT requirements to the test model/code can
support the realization of this criterion.

Test evaluation specifications: This criterion
refers to the specification of the outputs
expected from the SUT after the test case
execution. Already authors of [ROT9S§]
describe several approaches to specification-
based test selection and build them up on the
concept of test oracle, faults and failures.
When the test engineer defines test scenarios
in some formal notation, these can be used to

determine how, when and which tests will be
evaluated.

Technology: The technology of the test assessment
specification enable an automatic or manual

process,

whereas the execution of the test

evaluation occurs online or offline.

Automatic/Manual technology: The option can
be understood twofold, either from the
perspective of the test evaluation definition, or
its execution. Regarding the specification of the
test evaluation, when the expected SUT outputs
are defined by hand, then it is a manual test
specification process. In contrast, when they
are derived automatically (e.g., from the
behavioral model), then the test evaluation
based on the test oracle occurs automatically.
Usually, the expected reference signals/data are
defined manually; however, they may be
facilitated by parameterized test patterns
application.

The activity of test assessment itself can be
done manually or automatically.

Manual specification of the test evaluation
means is supported in Simulink® Verification
and Validation™ (SL VV) [SLVV], where the
predefined assertion blocks can be assigned to
the test signals defined in the Signal Builder
block in SL. With this practice, functional
requirements can be verified during model
simulation. The evaluation itself then occurs
automatically.

The tests developed in SystemTest exercise
MATLAB (ML) algorithms and SL models.
The tool includes predefined test elements to
build and maintain standard test routines. Test
cases, including test assessment, can be
specified manually at a low abstraction level. A
set of automatic evaluation means exists and
the comparison of obtained signals with the
reference ones is done automatically.

Online/Offline execution of the test evaluation:
The online (i.e., on the fly) test evaluation
happens already during the SUT execution.
Online test evaluation enables the concept of
test control and test reactiveness to be
extended. Offline means the opposite. Hence,
the test evaluation happens after the SUT
execution.



Watchdogs defined in [CH98] enable online test
evaluation. It is also possible when using TTCN-3.
TPT [Leh03] means for online test assessment are
limited and are used as watchdogs for extracting
any necessary information for making test cases
reactive. The offline evaluation is more
sophisticated in TPT.

4. ANALYSIS OF THE EXISTING
APPROACHES

Established test tools from, e.g., dASPACE GmbH
[dSP], Vector Informatik GmbH [Vecl], MBTech
Group [MBG] etc. are highly specialized for the
automotive domain and usually come together with
a test scripting approach which is directly
integrated to the respective test device. All these
test definitions pertain to a particular test device
and by that not portable to other platforms and not
exchangeable.

Recently, the application of model-based
specifications in development enables more
effective and automated process reaching a higher
level of abstraction.

Thereby, model-based testing and platform-
independent approaches have been developed such
as CTE/ES [Con04a], MTest, and TPT [Leh03].
As already mentioned CTE/ES supports the CTM
with partition tests according to structural or data-
oriented differences of the system to be tested. It
also enables the definition of sequences of test
steps in combination with the signal flows and
their changes along the test. Because of its ease of
use, graphical presentation of the test structure and
the ability to generate all possible combination of
tests, it is widely used in the automotive domain.
Integrated with the MTest, test execution, test
evaluation, and test management become possible.
After the execution, SUT output signals can be
compared with previously obtained reference
signals. MTest has, however, only limited means
to express test behaviors which go beyond simple
sequences, but are typical for control systems. The
test evaluation bases only on the reference signals
which are often not yet available at the early
development phase yet and the process of test
development is fully manual.

TPT addresses some of these problems. It uses an
automaton-based approach to model the test

behavior and associates with the states pre- and
postconditions on the properties of the tested
system (including the continuous signals) and on
the timing. In addition, a dedicated run-time
environment enables the execution of the tests. The
test evaluation is based on a more sophisticated
concept of signal feature. However, the
specification of the evaluation happens in Python
language, without any graphical support. TPT is a
dedicated test technology for embedded systems
controlled by and acting on continuous signals, but
the entire test process is manual and difficult to
learn.

In the following, numerous test approaches are
analyzed. Firstly, several, randomly selected
academic achievements on testing embedded
systems are considered, in general. Then, the test
methods applied in the industry are compared.

4.1 Analysis of the Academic
Achievements

The approach, of which the realization is called
Testing-UPPAAL [MLNO3], presents a framework,
a set of algorithms, and a tool for the testing of
real-time systems based on symbolic techniques
used in the UPPAAL model checker. The timed
automata network model is extended to a test
specification. This one is used to generate test
primitives and to check the correctness of system
responses. Then, the retrieved timed traces are
applied so as to derive a test verdict. Here, online
manipulation of test data is an advantage and this
concept is partially reused in MiLEST. After all,
the state-space explosion problem experienced by
many offline test generation tools is reduced since
only a limited part of the state space needs to be
stored at any point in time. The algorithms use
symbolic techniques derived from model checking
to efficiently represent and operate on infinite state
sets. The implementation of the concept shows that
the performance of the computation mechanisms is
fast enough for many realistic real-time systems
[MLNO3]. However, the approach does not deal
with the hybrid nature of the system at all.

Similar as in MIiLEST the authors of [BKBO05]
consider that a given test case must address a
specific goal, which is related to a specific



requirement. The proposed approach computes one
test case for one specific requirement. This
strategy avoids handling the whole specification at
once, which reduces the computation complexity.
However, here again, the authors focus on testing
the timing constraints only, leaving the hybrid
behavior testing open.

The same holds for approach presented in [Tre08].
Input-output conformance (ioco) theory uses
labelled transition systems (LTS) as models for

specifications, implementations, and  test
generation source. Joco defines conformance
between implementations and specifications.

Similarly as in MiLEST a completeness theorem
checking the soundness and exhaustiveness of the
ioco test method is available. [BB04] extends ioco
towards testing real-time systems (i.e., timed-ioco).
It uses timed-LTS and is based on an operational
interpretation of the notion of quiescence.
[FTWO06] on the other hand, extends ioco towards
testing based on symbolic execution (i.e., sioco).
Sioco uses symbolic transition systems with an
explicit notion of data and data-dependent control
flow. The introduction of symbolism avoids the
state-space explosion during test generation.

The authors of [CLPO08] use two distinct, but
complementary, concepts of sequence-based
specification (SBS) and statistical testing. The
system model and the test model for test case
generation are distinguished, similar as in
MiILEST. The system model is the black-box
specification of the software system resulting from
the SBS process. The test model is the usage
model that models the environment producing
stimuli for the software system as a result of a
stochastic process. The framework proposed in this
approach automatically creates Markov chain test
models from specifications of the control model
(i.e., SF design). The test cases with an oracle are
built and statistical results are analyzed. Here, the
formerly mentioned JUMBL methods are applied
[Pro03]. Statistics are used as a means for planning
the tests and isolating errors with propagating
characteristics. The main shortcoming of this work
is that mainly SF models are analyzed, leaving the
considerable part of continuous behavior open (i.e.,
realized in SL design). This is not sufficient for
testing the entire functionality of the system.

In contrast, the authors of [PHPS03] present an
approach to generating test cases for hybrid
systems automatically. These test cases can be used
both for wvalidating models and verifying the
respective systems. This method seems to be
promising, although as a source of test information
two types of system models are used: a hybrid one
and its abstracted version in the form of a discrete
one. This practice may be very difficult when
dealing with the continuous behavior described
purely in SL.

The authors of [PPW705] evaluate the efficiency of
different MBT techniques. They apply the
automotive network controller case study to assess
different test suites in terms of error detection,
model coverage, and implementation coverage.
Here, the comparison between manually or
automatically generated test suites both with and
without models, at random or with dedicated
functional test selection criteria is aimed at. As a
result, the test suites retrieved from models, both
automatically and manually, detect significantly
more requirements errors than handcrafted test
suites derived only from the requirements. The
number of detected programming errors does not
depend on the use of models. Automatically
generated tests find as many errors as those defined
manually. A sixfold increase in the number of
model-based tests leads to an 11% increase
[PPW*05] in detected errors.

Algorithmic ~ testbench ~ generation  (ATG)
technology  [Ole07], though commercially
available, is an interesting approach since here the
test specification is based on the rule sets. These
rule sets show that the high-level testing activities
can be performed as a series of lower-level actions.
By that, an abstraction level is introduced. This
hierarchical concept is also used in MiLEST while
designing the test system. ATG supports some
aspects of test reactiveness, similar to MiLEST,
and includes metrics for measuring the quality of
the generated testbench specification. Finally, it
reveals cost and time reduction while increasing the
quality of the SUT as claimed in [Ole07].



4.2 Comparison of the Industrial Test
Approaches

Considering the test approaches introduced in the
appendix to this chapter, several diversities may be
observed. EmbeddedValidator [EmbV, BBS04]
uses model checking as test generation technology
and thus, is limited to discrete model sectors. The
actual evaluation method offers a basic set of
constraints for extracting discrete properties, not
addressing continuous signals. Only a few
temporal constraints are checked. However, the
mentioned properties of the model deal with the
concept of signal features, whereas the basic
verification patterns contribute to the test patterns
and their reusability within the technique proposed
in this chapter.

MEval [MEval] is especially powerful for back-to-
back-tests and for regression tests, since even very
complex reference signals are already available in
this case. The option is excluded from further
consideration.

MTest [MTest] with its CTE/ES [CTE] gives a
good background for partitioning of test inputs into
equivalence classes. The data coverage and test
case specifications criteria are reused in MiLEST
to some extent. Similarly as in SystemTest, the test
evaluation is based only on reference signal-based
specification, which constitutes a low abstraction
level, thus it is not adopted for further
development.

Reactis Tester [ReactT], T-VEC [TVec] or the
method of [Pre03] present approaches for
computing test sequences based on structural
model coverage. It is searched for tests that satisfy
MC/DC criteria. Their value is that the test suites
are generated for units (functions, transitions) but
also for the entire system or on integration level.
The methods seem to be very promising due to
their scope and automation grade, they cover only
the structural testing criteria, though.

In Reactis Validator [ReactV, SD07] only two
predefined validation patterns are available. Hence,
a systematic test specification is not possible. This
gap is bridged in MiLEST that provides assertion
— precondition pairs. They enable the test
evaluation functions to be related with the test data
generation.

For SL DV [SLDV] a similar argumentation
applies, although another test generation
technology is used. An advantage of these three
solutions is their possibility to cover both
functional and structural test goals, at least to some
extent.

SL VV [SLVV] gives the possibility of
implementing a test specification directly next to
the actual test object, but the standard evaluation
functions cover only a very limited functionality
range, a test management application is missing
and test data must be created fully manually. A
similar test assessment method, called ‘watchdog’
and ‘observer’, has been introduced by [CH9S,
DCBO04], respectively.

TPT [TPT] is platform-independent and can be
used at several embedded software development
stages, which is not directly supported with
MiLEST, although extensions are possible. It is the
only tool from the list in Table 1 that enables
reactive testing and signal-feature — based
specification of the test evaluation algorithms.
These concepts are reused and extended in the
solution proposed in this chapter.

An extended classification of the test approaches
with respect to the MBT taxonomy is provided in
Table 1.



Table 1: Classification of the Selected Test Approaches based on the MBT Taxonomy.

MBT Test Generation Test Execution Test Evaluation
Categories,
Options
Test Selection Execution . .
Selected Test Criteria Technology Options Specification Technology
Tools
- does not - automatic - MiL, SiL - requirements - manual
EmbeddedValidator | apply generation - non-reactive coverage specification
[EmbV] - model checking - does not apply
- does not apply - does not apply - MiL, SiL, PiL, - reference - manual
since here back- HiL signals-based specification
to-back - non-reactive - offline
MEval [MEval . ;
val [MEval] regression tests evaluation
are considered
- data coverage - manual - MiL, SiL, PiL, - reference - manual
- requirements generation HiL signals-based specification
coverage - non-reactive - offline
MTest with CTE/ES | - test case evaluation
[MTest, CTE] specification
- offline
generation
- structural - automatic - MiL, SiL, HiL - test evaluation - automatic
. model coverage generation - non-reactive specifications specification
ﬁf::él&}fester - offline - model - offline
generation checking evaluation
- structural - automatic - MiL, SiL - test evaluation - manual
model coverage generation - non-reactive specifications specification
Reactis Validator - requirements - model checking - online
[ReactV] coverage evaluation
- offline
generation
Simulink® - does not apply - manual - MiL - requirements - manual
Verification and generation - non-reactive coverage specification
Validation™ - online
[SLVV] evaluation
- structural - automatic - MiL, SiL - requirements - manual
- . model coverage generation - non-reactive coverage specification
s/.l:rlluf}gl:? []S)E%%/n] - offline - theorem - test evaluation - online
generation proving specifications evaluation
- data coverage - automatic - MiL, SiL, HiL - reference - manual
SystemTest™ - offline generation - non-reactive signals-based specification
y eneration - offline
[STest] &
evaluation
- data coverage - manual - MiL, SiL, PiL, - reference - manual
- requirements generation HiL signal-feature —  specification
coverage - reactive based - online and
TPT [TPT] - test case offline
specification evaluation
- offline and
online
generation
- structural - automatic - MiL, SiL - test evaluation - automatic
model coverage generation - non-reactive specifications specification
- data coverage [ROT98] - does not apply

T-VEC [TVec]

- requirements
specification

- offline
generation




4.3 Analysis Summary

The main shortcomings and problems within the

existing test solutions are the following:

— Automatic generation of test data is based
almost only on structural test criteria or state-
based models (e.g., SF charts), thus it is not
systematic enough.

— For functional testing only manual test data
specification is supported, which makes the
test development process long and costly.

— The test evaluation is based mainly on the
comparison of the SUT outputs with the entire
reference signal flows. This demands a so-
called golden device to produce such
references and makes the test evaluation not
flexible enough.

— Only a few test patterns exist. They are not
structured and not categorized.

— The entire test development process is still
almost only manual.

— Abstraction level is very low while developing
the test design or selecting the test data
variants.

Finally, none of the reviewed test approaches
overcomes all the shortcomings given above at
once.

In this chapter, only one selected approach will be
provided as a proposal for a concrete MBT
realization. This is the method developed by the
authors of the chapter in [Zan08] and serves only
as an illustration of the test concepts from the
practical viewpoint.

Based on the recognized problems and the criteria

that have been proven to be advantageous in the

reviewed related work, the first shape of this
proposal may be outlined. MiLEST deals with the
following problems:

— Systematic and automatic test data generation
process is supported. Here, not only a
considerable reduction of manual efforts is
advantageous, but also a systematic selection
of test data for testing functional requirements
including such system characteristics as
hybrid, time-constrained behavior is achieved.
By that, the method is cheaper and more
comprehensive than the existing ones.

— The test evaluation is done based on the
concept of signal feature, overcoming the
problem of missing reference signals. These are
not demanded for the test assessment any more.

— A catalog of classified and categorized test
patterns is provided, which eases the
application of the methodology and structures
the knowledge on the test system being built.

— Some of the steps within the test development
process are fully automated, which represents
an improvement in the context of the efforts
put on testing.

— A test framework enabling the specification of
a hierarchical test system on different
abstraction levels is provided. This gives the
possibility to navigate through the test system
easily and understand its contents immediately
from several viewpoints.

A brief description of the MiLEST method is given
below, whereas a report on its main contributions
in relation to the related work will be discussed in
the next chapters in depth.

The application of the same modeling language for
both system and test design brings positive effects.
It ensures that the method is relatively clear and it
does not force the engineers to learn a completely
new language. Thus, MILEST is a SL add-on
exploiting all the advantages of SL/SF application.
It is a test specification framework, including
reusable test patterns, generic graphical validation
functions (VFs), test data generators, test control
algorithms, and an arbitration mechanism collected
in a dedicated library. Additionally, transformation
functions in the form of ML scripts are available so
as to automate the test specification process. For
running the tests, no additional tool is necessary.
The test method handles continuous and discrete
signals as well as timing constraints.

5. SOLUTION PROPOSAL

5.1 The MILEST Approach

Model-in-the-Loop for Embedded System Test
(MiLEST) is a method that addresses the goals of a
test approach given in Section 1.1 and refers to the
selected test dimensions from Section 2.2.



The main innovation of MIiLEST is assuring the
quality of embedded system by means of testing at
early levels of their development.

MILEST is realized in ML/SL/SF. Although
technical test extensions of this environment such
as Simulink® Design Verifier™ [SLDV],
SystemTest™ [STest], or MTest [MTest] already
exist, they all encompass the limitations identified
above. MILEST introduces a more efficient
approach to test automatically on model-level
based on the so called signal-feature — oriented
paradigm, specifically suited for functional testing
of embedded systems.

5.2 The Test Development Process in
MIiLEST

The starting point of the MIiLEST approach is to
design a test specification model. Since at the
early stage of system development reference
signals are not available, a new method for
describing the required SUT behavior is given.
Based on a number of so called signal features, a
novel, abstract understanding of a signal is
defined.

A signal feature (SigF), called also signal property
in [GWO07, SG07, GSWO08], is a formal description
of certain predefined attributes of a signal. In other
words, it is an identifiable, descriptive property of
a signal. It can be used to describe particular
shapes of individual signals by providing means to
address abstract characteristics of a signal. Giving
some examples — step response characteristics,
step, minimum etc. are considerable SigFs
[ZSM06, MP07, GW07, SG07, GSW08, ZXS08].

Graphical instances of SigFs are given in Figure 3.
The signal presented on the diagram is fragmented
in time according to its descriptive properties
resulting in: decrease, constant, increase, local
maximum, decrease and response, respectively.
This forms the backgrounds of the solution
presented in this work.
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Figure 3: A Descriptive Approach to Signal
Feature.

A feature can be predicated by other features,
logical connectives or timing relations. These can
be defined either between features within one
signal or throughout more signals, e.g.:

- within(A1)A, - if SigF A; occurs, SigF A, occurs at
least once at the time when SigF A4, is

active

- after(y ms)A&B - SigF A and SigF B occur together after
y miliseconds

- during(A)B - if SigF A occurs, SigFF B occurs
continuously during the activation time
of SigF A4

-Al—C - SigF’ A or negated event C occur

- A=v - a set of SigF’s A (e.g., maximum) which

values are equal to v.

Further on, generic test data patterns are retrieved
automatically out of marked portions of the test
specification. The test data generator concretizes
the test data. Its functionality has similarities to the
classification tree method [GG93] and aims at a
systematic signal production. The SUT input
partitions and boundaries are used to find the
meaningful representatives. Additionally, the SUT
outputs are considered too. Hence, instead of
searching for a scenario that fulfills the test
objective it is assumed that this has been already
achieved by defining the test specification. Further
on, the method enables to deploy a searching
strategy for finding different variants of such
scenarios and the time points when they should
start/stop.

The MiIiLEST test development process is depicted
in Figure 4. The assumption resulting from the
MBD paradigm is that the SUT model is available.



Also, the input/output interfaces have to be clearly
defined and accessible.

Then, pattern for the generation of test harness
model can be applied to the SUT model as denoted
by step 1. With this practice, an abstract frame for
test specification is obtained. This is done
automatically with a MILEST transformation
function.

Further on the test specification and test
implementation phase is done in step I/, where the
test definition in MiLEST is concretized based on
the test requirements. These requirements, called
also test objectives, are usually available in a
textual form, often hierarchical, starting from high
level, down to concrete technical specification.
These can be classified as a set of the abstract test
scenarios. These test scenarios can be described by
a conditional form which relates incoming SUT
stimulation to the resulting SUT behavior by IF-
THEN rules (cf. 1.1). The task of the test engineer
is to manually refine the test specification based on
the concept of validation functions patterns which
include the test scenarios. Afterwards in step 111,
the structures for test stimuli and concrete test
signals are generated. This step occurs
automatically due to the application of the
transformations. The test control design can be
added automatically too. In that case step IV would
be omitted. However, if the advantages of the test
reactiveness are targeted, it should be refined
manually. Finally in the test execution and test
evaluation phase in step V, the tests (i.e., test cases)
may be executed and the test results in the form of
verdicts are obtained.

\_ SUT as a Model |

l automatic generation — stepl |
\_ Test Harness Pattern Application |
automatic results analysis  — step II

Test Specification | B

automatic generation — step IIL, IV

Test Data and Test Control Generation |

|

| Test Quality Evaluation and Verdicts Analysis |

W)SAS 1S9, [BOTYOIRIOTH

automatic execution — stepV

Figure 4: The MiLEST Test Development Process.

In Figure 5, a generic pattern of the test harness
used in MILEST is presented. The test data (i.e.,
test signals produced along the test cases), on the
left, are generated within the test data generator.
The test specification, on the right, is constructed
by analyzing the SUT functionality requirements
and deriving the test objectives out of them. It
includes the abstract test scenarios, test evaluation
algorithms, test oracle and an arbitration
mechanism [ZSM06, ZMS07a, ZSM07b, MP07,
Zan07, ZXS08].

Test Data » SUT IZOW
N

Test Verdict

»

Ll
Generator Specification

A

Test

Control

test reactiveness

A

Figure 5: The MiLEST Test Harness Pattern.

The test specification is built applying the test
patterns available in the MILEST library. It is
developed in such a way that it includes the design
of a test evaluation as well — opposite to a common
practice in the embedded systems domain, where
the test evaluation design is considered last.
Afterward, based on the already constructed test
model, the test data generators are retrieved. These
are embedded in a dedicated test data structure and
are derived out of the test design automatically.
The generation of test signals variants, their
management and combination within a test case is
also supported, similarly as the synchronization of
the obtained test stimuli. Finally, the SUT model
fed with the previously created test data is executed
and the evaluation unit supplies verdicts on the fly.

The first step in the test development process is to
identify the test requirements. For that purpose a
high level pattern within the test specification unit
is applied. The number of test requirements can be
chosen in the graphical user interface (GUI) that
updates the design and adjusts the structural
changes of the test model (e.g., it adjusts the
number of inputs in the arbitration unit). The
situation is illustrated in Figure 6.

»



a)
—— ,|}L| E: | ,I;,I“S -
=] Function Block Parameters: <Td
Test Specification (mask)
Test Specification
b) S

logically related signal features, a comparator for
every single extractor and one unit for
preconditions synchronization (PS).

An assertions set is similar, it includes however at
least one unit for preconditions and assertions
synchronization (PAS), instead of a PS.

VFs are able to continuously update the verdicts for
a test scenario already during test execution. They
are defined to be independent of the currently
applied test data. Thereby, they can set the verdict
for all possible test data vectors and activate
themselves (i.e., their assertions) only if the
predefined conditions are fulfilled.

An abstract pattern for a VF (shown in Figure 7)
consists of a preconditions block which activates
the assertions block, where the comparison of
actual and expected signal values occurs. The
activation and by that, the actual evaluation

InCut
Bus
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Conversion

InQut Bus

Test Info

=Requirement name:

InOut Bus

Test Info

I =signali =
=

<signal=

proceeds only if the preconditions are fulﬁllel_

NGt Bus

Test Info
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Figure 6: A Pattern for the Test Requirement
Specification.
a) Instantiation for One Test Requirement.
b) Instantiation for Three Test Requirements.

Further on, validation functions (VFs) [ZSMO6,
MPO7] are introduced to define the test scenarios,
test evaluation and test oracle in a systematic way.
VFs serve to evaluate the execution status of a test
case by assessing the SUT observations and/or
additional characteristics/parameters of the SUT. A
VF is created for any single requirement following
the generic conditional rule:

(1-1) IF  preconditions set THEN assertions set

A single informal requirement may imply multiple
VFs. If this is the case, the arbitration algorithm
accumulates the results of the combined IF-THEN
rules and delivers a common verdict. Predefined
verdict values are pass, fail, none and error.
Retrieval of the local verdicts for a single VF is

also possible.

A preconditions set consists of at least one
extractor for signals’ feature or temporally and

<Requirerment narme=3

=1 Function Block Parameters: =Requir

Walidation functions specification [mask)
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Figure 7: Structure of a VF — a Pattern and its
GUL

The easiest assertion blocks checking time
independent features are built following the schema
presented in Figure 8.
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Figure 8: Assertion Block — a Pattern.




They include a SigF extraction part, a block
comparing the actual values with the expected ones
and a PAS synchronizer. Optionally, some signal
deviations within a permitted tolerance range are
allowed. Further schemas of preconditions and
assertions blocks for triggered features are
discussed in [MP07] in detail.

A further step in the MILEST test development
process is the derivation of the corresponding
structures for test data sets and the concretization
of the signal variants. The entire step related to test
data generation occurs fully automatically as a
result of the application of transformations.
Similarly as on the test specification side, the test
requirements level for the test data is generated.
This is possible due to the knowledge gained from
the previous phase. The pattern applied in this step
is shown in Figure 9.
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Figure 9: Test Requirement Level within the Test
Data Unit — a Pattern.
Moreover, concrete SigFs on predefined signals
are produced afterwards. The test signals are
generated following a conditional rule in the form
(see 1.2):

(L.2) r preconditions set THEN  generations set

Knowing the SigFs appearing in the preconditions
of a VF, the test data can be constructed from
them. The preconditions typically depend on the
SUT inputs; however they may also be related to
the SUT outputs at some points. Every time a SigF
extractor occurs for the assertion activation, a
corresponding SigF generator may be applied for
the test data creation. Giving a very simple
example — for detection of a given signal value in a
precondition of a VF, a signal crossing this value
during a default time is required. Apart from the
feature generation, the SUT output signals may be
checked for some constraints, if necessary (cf.

Figure 10). The feature generation is activated by a
Stateflow (SF) diagram sequencing the features in
time according to the default temporal constraints
(i.e., after(timel)). A switch is needed for each
SUT input to handle the dependencies between
generated signals. [nitialization & Stabilization
block enables to reset the obtained signal so that
there are no influences of one test case on another.

Sequencing of test data in !
due to Preconditions

P Activate Ty TOPre

(1) P Out Bus A

Out

Bus <Check>
 p— I
Figure 10: Structure of the Test Data Set — a
Pattern.

The patterns in Figure 10 and the concrete feature
generators are obtained as a result of the automatic
transformations. The general principle of the
transformation is that if a given feature or feature
dependency extraction is detected in the source (i.e.
preconditions part of a VF), then the action to
generate the target (i.e. feature generator in the test
data  structure) is performed. A set of
transformation rules has been implemented.
Afterwards, the concrete test data variants are
constructed based on the generators obtained from
the transformations. The assumption and necessary
condition for applying the variants generation
method is the definition of the signal ranges and
partition points on all the stimuli signals according
to the requirements or engineer’s experience.
Equivalence partitioning and boundary value
analysis are used in different combinations to
produce then concrete variants for the stimuli.

When a test involves multiple signals, the
combination of different signals and their variants
has to be computed. Several combination strategies
are known to construct the test cases — minimal
combination, one factor at a time and n-wise
combination [LBE*04, GOAO05]. Combination
strategies are the selection methods where test
cases are identified by combining values of
different test data parameters according to some
predefined criteria.



A similar sequencing algorithm as for the test data
applies for ordering the test cases on a higher
hierarchy level while dealing with a number of
requirements. This aspect is called test control. A
traditional understanding of the control makes it
responsible for the order of test cases over time
[ETSIO7]. It may invoke, change or stop the test
case execution due to the influence of the verdict
values coming from the test evaluation. Thus, the
test cases are sequenced according to the
previously specified criteria (e.g., pass verdict).

The test patterns used for realizing a test
specification proposed in this work are collected in
a library and can be applied during the test design
phase.

After the test specification has been completed, the
resulting test design can be executed in SL.
Additionally, a report is generated including the
applied test data, their variants, test cases, test
results and the calculated quality metrics.

The options that MiLEST covers with respect to
the MBT taxonomy are listed in Table 2.

Table 2: Classification of MiLEST with respect to

the MBT Taxonomy.
Test Generation Test Test Evaluatic
Selection Criteria Execution | Specification
and Technology Options and Technolog
- data coverage - MiL - reference sig
- requirements coverage level based
- test case specifications | - reactive - requirements

- output data ¢
- test evaluatic
specification:

mrrtmamantin nee

- automatic generation
- offline
generation

5.3 MILEST Effects and Benefits

MILEST is a SL add-on exploiting all the
advantages of SL/SF application. It is a
comprehensive test modeling framework enabling
to build a full test specification for embedded
systems based on the ready-to-use test patterns.
These are generic graphical VFs, test data
generators, test control algorithms and an

arbitration mechanism collected in a dedicated
library. Additionally, transformation functions in
the form of ML scripts are available so as to
automate the test specification process. For running
the tests, no additional tool is necessary. The
application of the same modeling language for both
system and test design brings positive effects. It
ensures that the method is relatively clear and it
does not force the engineers to learn a completely
new language. The test method handles continuous
and discrete signals as well as timing constraints.

The MIiLEST signal feature approach provides the
essential benefit of describing signal flows, their
relation to other signal flows and/or to discrete
events on an abstract, logical level. This prevents
not only the user from error on too technical
specifics, but also enables test specification in early
development stages. The absence of concrete
reference signals is compensated by a logical
description of the signal flow characteristics.

This is a fundamental contribution of MiLEST,
based on which test case generation and test
evaluation have been developed. Numerous
signals’ features have been identified; feature
extractors, comparators and feature generators have
been realized in the MiLEST library. The MiLEST
library allows to generate and to analyze both
discrete and continuous signals. The test evaluation
can be performed offline but also online, which
enables an active test control, opens perspectives
for dynamic test generation algorithms and
provides extensions of reactive testing. Also, new
ways for first diagnosis activities and failure
management are possible.

In addition, MiLEST automates the systematic test
data selection and generation, providing a better
test coverage (e.g., in terms of requirements
coverage or test purpose coverage) than manually
created test cases.

Furthermore, the automated test evaluation reveals
a considerable progress, in contrast to the low level
of abstraction and the manual assessment means
used in existing approaches. The tester can retrieve
immediately the test results and is assured about the
correct interpretation of the SUT reactions along
the tests.



The signal evaluation used in the automated test
evaluation can even run independently of the SUT
stimulation. The signal evaluation is not based on
the direct comparison of SUT signals and
previously generated concrete reference signals.
Instead, it offers an abstract way for requirements
on signal characteristics. The signal evaluation is
particularly robust and can be used in other
contexts than testing e.g. for online monitoring.

The test specification enables to trace the SUT
requirements. The way how it is defined gives the
possibility to trace root faults by associating local
test verdicts to them, which is a central element in
fault management of embedded systems.

Finally, the MiLEST test quality metrics reveal the
strengths of the approach by providing high test
coverage in different dimensions and good analysis
capabilities. The MILEST projects demonstrated a
quality gain of at least 20% [ZMS08].

6. CASE STUDY

In the following, the functionality of a car door is
tested with a focus on MiL and SiL level. It has
been modeled in ML/SL/SF. The software
embedded in a car door controls the position of the
window pane and flashing of the light located in
the mirror. In the following, one functional
requirement for the SUT (see Figure 11) will be
described only because of simplicity.

Figure 11: SUT — Car Door.

In Figure 12, the MIiLEST test harness including
test data generation and test specification units is
presented.
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Figure 12: Test Harness for the Door.

In Figure 13, details of the test specification are
highlighted so as to give an insight into the test
system that is built in a hierarchical way.

ol

(1 =m=i= Pt nut Bus “alidation Inforrmation
InQut =

Bus Sigrial —

Conversion IF lightring function is on

THEN the brightness and darkness fime should last 50ms

<Local werdict! >

<Local werdict

v
=T
A

ot B “Validstion Information

<Local werdict! 2>

IF the engine is ON (KlemmeStop=3) AND
the bution o open the window is pushed (KlemmeDown=2),

< »
THEM wirclow should open (walue=2). Lol werdict 23

Figure 13: Test Specification View — Selected Test
Requirements.

For the requirement If the flashing is activated, the
brightness and darkness times should equal to 50
ms.’, which is defined in Figure 13 in the first block
at the top, the following IF-THEN rules are
obtained:

IF flashing function is on THEN the brightness
time should last 50 ms.
IF flashing function is on THEN the darkness
time should last 50 ms.

These are modeled in the validation functions
(VFs) (see Figure 14) so as to consequently enable
a systematic and automatic generation of test cases
and an automatic test evaluation during the test
execution.
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Figure 14: Test Specification View — Selected

Validation Functions.

As a result two local verdicts are obtained for this
particular test requirement, one for each VF. These
are presented in Figure 15. The flows of both
signals indicate that the test cases passed. This
means that the timing of the lightening control is
correct.

Requirement

<Local verdictl>

none (2)
pass (1)
fail (0)
error (-1) I

Requirement

Figure 15: Test Results — two Local Verdicts.

Additionally, the scenario can be run in connection
with the real software on the microprocessor of the
door, as the test model has been connected to the
real SUT via a serial cable. Then, the flashing is
observed directly on the hardware as well.

This demonstrates the application of MiLEST on
the MiL and SiL level.

7. FUTURE TRENDS AND
CONCLUSIONS

Applying MBT methods (e.g., MiLEST) the test
engineer needs considerably less effort in the
context of test generation and test execution,
concentrating on the test logic and the
corresponding test coverage. By that, the costs of
the entire process of software development are
definitely cut.
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There is still plenty of work concerning future
achievements of MBT. For example, in MiLEST
the conditional rules utilized within the test
specification an automatic transformation of the
incorrect functions (e.g., IF constrained output
THEN constrained input) into the reverse, based on
the transposition rule [CCO00] could be easily
realized.

Then, the issue of handling the SUT outputs
existing in the preconditions of a VF (e.g., IF
constrained input AND constrained output THEN
constrained output) has been only partially solved.
It is checked if the test data generator has been able
to produce the meaningful signals out of such a
specification. If this is not the case, a manual
refinement is needed in the
Initialization/Stabilization block at the test case
level. An automatic way of relating the functional
test cases and test sequences to each other could be
struggled for, though.

The test stimuli generation algorithms can be still
refined as not all the signal features are included in
the realization of the engine. Also, they could be
enriched with different extensions applying, in
particular, the constraint solver and implicit
partitions.

Further work regards the negative testing as well.
Here, the test data generation algorithm can be
extended so as to produce the invalid input values
or exceptions. However, the test engineer’s
responsibility would be to define what kind of
system behavior is expected in such a case.

An interesting possibility pointed out by [MP07]
would be to take advantage of the reactiveness path
for optimizing the generated test data iteratively. In
that case, the algorithm could search for the SUT
inputs leading to a fail automatically (cf.
evolutionary algorithms [WWO06]).

Moreover, since software testing alone cannot
prove that a system does not contain any defects or
that it does have a certain property (i.e., that the
signal fulfils a certain signal feature), the proposed
VFs could be a basis for developing a verification
mechanism based on formal methods in a strict
functional context [LY94, ABH™97, BBS04,
DCBO04]. Thus, the perspective of mathematically
proving the correctness of a system design remains
open for further research within the proposed
quality assurance (QA) framework.



Besides the test quality metrics [ZMS08, Zan08],

also other criteria may be used to assess the

proposed test method, the following being only
some of them:

— the efficiency of faults detection — aimed to be
as high as many VFs are designed under the
assumption that the corresponding test data are
generated and applied properly

— the percentage of test cases / test design / test
elements reusability

— time and effort required for the test engineer to
specify the test design, which is relatively low
only for persons knowing the technologies
behind the concepts

— the percentage of the effective improvement of
the test stimuli variants generation in contrast
to the manual construction.

Regarding the realization of MIiLEST prototype,
several GUIs (e.g., for transformation functions,
for quality metrics application, for variants
generation options or for the test execution) would
definitely help the user to apply the method faster
and more intuitive.

Furthermore, the support of different test execution
platforms for the proposed method has not been
sufficiently explored yet. Interesting research
questions concern the extent to which the concrete
test cases could be reused on various execution
levels. Consequently, real-time properties on the
run-time execution level [NLLO3] in the sense of
scheduler, priorities or threads have not been
considered.

Current research work aims at designing a new
platform independent test specification language,
one of the branches called TTCN-3 continuous
[SBGO6, BKL07, SG07, GSWO08]. Its fundamental
idea is to obtain a domain specific test language,
that is executable and that unifies tests of
communicating, software-based systems in all of
the automotive subdomains (e.g., telematics, power
train, body electronics etc.) integrating the test
infrastructure as well as the definition and
documentation of tests. It should keep the whole
development and test process efficient and
manageable. It must address the subjects of test
exchange, autonomy of infrastructure, methods and
platforms, and the reuse of tests.

TTCN-3 has the potential to serve as a testing
middleware, indeed. It provides concepts of local
and distributed testing. A test solution based on this
language can be adapted to concrete testing
environments. However, while the testing of
discrete controls is well understood and available in
TTCN-3, concepts for specification-based testing
of continuous controls and for the relation between
discrete and the continuous system parts are still
under ongoing research [SBG06, SG07, GSWOS].

This option becomes interesting especially in the
context of a new paradigm — AUTomotive Open
System Architecture (AUTOSAR) that has been
observed as an automotive development trend for
the last few years. Traditional TTCN-3 is already in
use to test discrete interactions within this
architecture. The remaining hybrid or continuous
behavior could be tested with TTCN-3 embedded.

Another graphical test specification language being
already in the development stage is UML Testing
Profile for Embedded Systems (UTPes) [DM_D07,
D-Mint08]. Its backgrounds root from UTP, TPT
and Model-in-the-Loop for Embedded System Test,
abbreviated as MiLEST (the approach proposed in
this chapter). These are coordinated and
synchronized with the concepts of TTCN-3
embedded too.

Apart from the tools commonly known in the
automotive industry, further approaches exist and
are applied for testing the embedded systems.

Investigation in the context of transformations from
UTPes into executable MiLEST test models and
further on, into TTCN-3 for embedded systems
would be an interesting approach enabling to
exchange the test specification without loosing the
detail information since all three approaches base
on a similar concept of signal feature. This would
give the advantage of having a comprehensive test
strategy applicable for all the development
platforms.
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